Chapter 9
Internet Email
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We Shall be Covering ...

* Internet email
 Using Ximian Evolution email
 Using Mozilla Mail email



Internet Email

Web-based (webmail) or POP3-based

e Webmall:

- uses ubiquitous web browser to retrieve,
read, compose, send and manage emails

- mailboxes remotely located

- accessible anywhere with an Internet
connection and a web browser

- web browser user interface familiar with
most people

- need to be online to read messages or
manage mailboxes
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Internet Email

e POP3 emall:

- mail downloaded from mailbox on server
to user's computer

- user reads, composes and manages email
on user's local computer system

- only need to go online to send out
composed messages,; everything else can
be carried out offline

- popular POP3 email clients: Ximian
Evolution and Mozilla Malil
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Evolution Set-up

e Start Evolution from Main Menu or
Panel

* First time execution will launch
welcome/setup screen

 Important information to fill in
pertaining to:

- Identity
- receiving mail
- sending mail



Evolution Set-up

T e i |dentity

Identity

e Email address

Please enter your name and email address below. The
"optional” fields below do not need to be filled in, unless N f
you wish to include this information in email you send. ® a I I l e O u Se r

Required Information

Eull name: |Anita Sara] o Orga n isation

Email address: |anita@example.cum

Optional Information

Reply-To: |

Drgam’z ation:

8 cancel <d Back > Forward
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Evolution Set-up

Evolution Setup Assistant

Receiving mail
 Server type - POP

Receiving Mail

Please enter information about your incoming mail
server below. If you are not sure, ask your system

administrator or Internet Service Provider. Y S e rv e r n a m e

Server Type: | POP z

Description: For connecting to and downloading mail from POP servers.

Configuration ® U Se rn a I I I e
Host: pop.example.com|

Username:  anita ® AUthenticatiOn
Use secure connection (SSL): | Never e ty p e = p a SSWO rd

Authentication

Authentication type: | Password b Check for supported types

[ 1 Remember this password
Note: you will not be prompted for a password until you connect for the first time

# cancel <d Back > Forward
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Evolution Set-up

Evolution Setup Assistant

Sending Mail

] n
Sending mail
Please enter information about the way you will send

* Server type - SMTP
S e i e P e Server name

Server Type: | SMTP i

Description: For delivering mail by connecting to a remote mailhub using SMTP.

e Authentication
Server Configuration | (Optiona I , defau It
Host: | smtp.example.com)

Use secure connection (SSL): | Never e )

[ server requires authentication

Authentication

Authentication Type: | PLAIN -

Check for supported types

Username: | anita

[ | Remember this password

3 cancel <f| Back = Forward
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Using Evolution

Evolution main screen - displays weather
and links to mailboxes

Summary - Ximian Evolution

Eile \iew Actions Tools Help

b New w @ send / Receive Print @ Reload

Shortcuts | . @& Summary

I -
A ¥:]j?, | fpad
& | Wednesday, June 30 2004
Summary |
0,
1
| j”J Y3 My Weather
@ | ﬁ-ﬂ,_ﬁ ‘?’ Mail summary
[
| @ SUBANG/SULTAN
Inbox | ABDUL AZIZ SHAH:
| Few clouds 33.0 C
= | i.= Appointments
!. E ! | %, SEPANG/KL
| INTERNATIONAL Mo appuintmentgL
Calendar | AIRPORT: |
| Scattered clouds 31.0 C
25 PENANG/INTL: \,Q Tasks [+]
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Evolution - Reading Mail

Inbox - Ximian Evolution

View Actions Tools Search Help - In bOX
f % New v | % Send / Receive | E Reply @ Reply to All % Forward | @ % ' »

e Select Inbox icon

Shortcuts ¢ > Flnbox 0 new, 1 selected, 5 total
\_1)4'/ Subject contains b ! Find Now | | Clear ° H i h I i ht
& @[n] | From | Subject | Date |1 g g
Summary 2 Florian Weimer <Weimetr... [WVulnDiscuss] Re: [... Mar 22 2003 m 1
= John D. Hardin <jhardin@... [Esa-l] PATCH: Sani... Feb 01 1:10 AM essa g e I n
3 David Endler =dendler@ide [Wulmwatch] iDEF Nov 01 2002 # .
% i@ 1] full-disclosure-request@list... Full-Disclosure diges... Mar 11 1:00 AM & S U bJ e Ct p a n e I tO
L Fete Herzog <pete@iseco... [ISECOM-news] O... Fri 6:26 PM [ .
i | read it
- >
¥ EE E
!_ *i "‘! From: Pete Herzog <pete@isecom.org>
-
Reply-To: isecom-news@lists.sourceforge.net &
Calendar To: ISECOM News <isecom-news@lists.sourceforge. net= ]
Subject: [ISECOM-news] OSSTMM in the wild....
=
\E Date: Fri, 25 Jun 2004 12:26:43 +0200
Hi,
Tasks
I wanted to point out that there is a new reference to the 0S5TMM
ﬂ and Ea
==
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Evolution - Composing
Mail

| Compose

Ble Edt Fomw Vew mmen Secuy - e Select New button
B Baen 9 ¢ BEHEY @S —EE

From: | Anita Sara <anita@example.com= ¥ | Signature; | None i o E n te r TO : fl e I d

Ta !g{j[[g_r@timesnc om |

U | * Enter Subject: field

+0 ¥ | Normal "ﬁ A A A | 2

| =| * If require the CC
?E:a:i;ur recent article on open source| with great interest and/or BCC fields’

/ click on View at top
menubar to enable

e Compose message
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Evolution - Outbox

 Go Iinto offline mode by
File --> Work Offline

* |n offline mode, mail can be composed
and queued in Outbox before sending
them off

o After composing/replying all mail, go
iInto online mode by

File --> Work Online
e Send off mail in Outbox
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Evolution - Send/Rcv Mail

Send/Receive

* Click on Send/Receive button

 Mail in Outbox sent out

* Download new mail from POP3 server

e New mail in Inbox
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Eile

Edit

Shortcuts

Evolution - Mail Folders

View Actions

Tools

Inbox - Ximian Evolution

Search Help

% New w % Send / Receive | @ Reply @ Reply to All % Forward | [E]

< » & Inbox 0 new, 1 selected, 5 total
\_.1‘;}];, Eolders Subject contains i | | Find Mow | | Clear
& ©f Summary =] 1T | From |  Subject | Date |52
Summary | = Local Folders i Florian Weimer...  [VulnDiscus... Mar 22 2003 |
(@ Calendar 2] John D. Hardin ... [Esad] P... Feb 01 1:1...
&) Contacts () David Endler <...  [VulnWatch]... Nov 012002 ||
-CZ Drafts full-disclosure-r...  Full-Disclosu... Mar 11 1:0... |
S nbox | |2 Pete Herzog <p... [ISECOM-.. Fri6:26 PM |
| -5 Outbox Fir
¥ -L# Sent ' — L=
“ Af
= - Tasks had
L‘m -8 Trash Today's Topics: ;
[+ Other Contacts =
Calendar = VFolders 1. RE: Comcast using IPS to protect the
Internet f
Y rom their home user clients?
\E (Chmielarski TOM-ATC090)
2. [BHSA-2004:075-01] Updated kdelibs
Tasks packages resolve cookie security issue
{buEziIrlla@redhat.cnm} i . E
b

| <] |

e View folders

View --> Folder
Bar

* Navigate
between
folders

* Manage msgs
INn folders In
usual manner
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Mozilla Mail

Start Mozilla

From main top menubar
Window --> Mail & Newsgroups

First time execution will start Mozilla
Mail configuration

Fill in information pertaining to:
- Identity

- server information

- username

- account name
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Mozilla Mail Set-up

e -, |dentity

Identity

* Name
Each account can have its own identity, which is the information

that identifies you to others when they receive your messages. o E m a i I a d d re S S

Enter the name you would like to appear in the "From" field of
your outgoing messages (for example, " John Smith").

Your Name: Kor Gee-lee

Enter your email address. This is the address others will use to
send email to you (for example, "user@example.net”).

Email Address: I kgl@example.com

< Back MNext = Cancel
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Mozilla Mail Set-up

Account Wizard

Server information

Server Information

* [Incoming POP3

Select the type of incoming server you are using.

®PoP O ivaP * Outgoing SMTP

Enter the name of your incoming server (for
example, "mail.example.net”).

Incoming Server: | pop.example.com |

Enter the name of your outgoing server (SMTP)
(for example, "smtp.example.net”).

QOutgoing Server:  ismtp.example.com

< Back MNext = Cancel
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Mozilla Mail Set-up

User Name
* Userid for POP3
Enter the user name given to you by your email provider (for . .
example, "smit), malil retrieval
User Name: kgl
< Back Next > Cancel
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Mozilla Mail Set-up

Account Wizard W AC C O u n t N a m e

e Name to refer to
Enter the name by which you would like to refer to this . .
account (for example, "Work Account”, "Home Account” or t h I S e m a I I a C C O u nt

"News Account”).

| e Ability to set up
multiple email
accounts e.g. with
different email
addresses and

e || weee || e | mailboxes

Account Name
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Using Mozilla Mail

Mozilla Mail main screen - displays Inbox and

folders

Get Msgs

-|

MName

T File Edit Wiew Go Message Tools Window Help

g

Compose

Reply Reply All

[=]

@

Delete

& W B e ?

Forward File Mext

£ Inbox
- Drafts
@ Templates
M@ sent
@ Trash
= Local Folders

El Eé' kgl@example.com

=1 [ISECOM-news] O5...
# Fyll-Disclosure diges...

L]

Fete Herzog
full-disclosure-r...

06/25/200...
06/29/200...

| View: ]AII Subject or Sender contains: | | | Clear |
' C.'[ Stjﬁject ) 1@[ Sender [ t].Da-te r-{ Priority Jﬁﬂi
= WulnDiscuss] Re: [VW... *  Flodan Weimer 03/22/200...
& Full-Disclosure diges... * full-disclosure-r... 03/11/200...

.............................. -

= LINESIE Mecsages - =l Subject: Full-Disclosure digest, Vol 1 #1732 -1: Attachments:
% Drafts From: full-disclosure-request@lists.netsys.com [5--7
18 Templates : 0 i :

@ sent Reply-To: full-disclosure@lists.netsys.com Re: [Full-Disclosure] IE ¢
: Lot b i kel Re: [Full-Disclosure] IE ¢
¥ Trash To: full-disclosure@lists.netsys.com S S

[
Send Full-Disclosure mailing list submissions to ]
full-disclosure@lists.netsvys.com o
To subscribe or unsubscribe via the World Wide Web, wvisit
http://lists.netsys.com/mailman/listinfo/full-disclosure
or, via email, send a message with subject or body "help’
to
full-disclosure-reguest@lists.netsvs.com
erson_managsing the list at =
< P2 » I
G b B | | || Unread: 0 | Total: 4 |={i=

e
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Mozilla Mail - Reading

e Select folder where mail resides
 Highlight mail to read in subject panel
e Read mail in mail body display panel

e Alternatively double-click on highlighted
mail to open new window for reading
the mail
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Mozilla Mail - Composing

T File Edit View Insert Format Options Tools Window Help

2 =8 ¢ .® 8 . % . '

Send | Address Aftach Spell Security Save

Compose: News article

e Select Compose

T From: ] Kor Gee-lee <kgl@example.com= filashmenty b u tto n
To. | [&] theeditor@star.com |

Gl sigeotipog e Enter To: field
t"“ Nowe e ll * If require the CC
| | Body Text |‘u'anab|eW|dth - and/Or BCC fleldS
click on the To:
field button and
select them

'
=}
by

Dear Sir,

This is |

EX=a=1 | ¢ Enter Subject: field

e Compose message
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Mozilla Mail - Queued
Messages

Send off email either immediately or later

To send later, queue mail by selecting

File --> Send Later

Queued malil stored in Unsent Messages folder in
Local Folders Section

Compose more mails and queue them

On completion of composition of all emails,
connect to the Internet, and send the queued
mail,

File --> Send Unsent Messages
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Mozilla Mail - Recelving

Recelve

* Ensure that you are online

e Click on Get Msgs button

 Enter the password when prompted

* New mail will be downloaded to the
Inbox
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End of Chapter 9



